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CNCS *

Centro Nacional
de Ciberseguranga
PORTUGAL
Country
Portugal

Title
Awareness and training initiatives of the Centro Nacional de
Ciberseguranca (CNCS - National Cybersecurity Centre)

Organiser/Provider
CNC

Target Group
General public, students, teachers, public administration
employees, professionals from various sectors

Theme/Focus Area

Cybersecurity awareness, digital literacy, online risk
management, data protection, responsible and ethical use of
technology

Description of the practice

- The CNCS is the national authority for cybersecurity in
Portugal, responsible for coordinating and promoting
the security of the national cyberspace. Its awareness
and training initiatives include:
National awareness campaigns: regular launching of
broad-reaching campaigns, often in partnership with
other entities, to warn about cyber threats and promote
good online security practices.
Guides and manuals: provision of a wide range of
educational and practical resources, such as security
guides for citizens, businesses, children and young
people, on topics like strong passwords, phishing
protection, VPN usage, etc.

Digi'Aware

Events and conferences: organisation and participation
in conferences, workshops and seminars, such as
"Cybersecurity 360", to discuss and disseminate best
practices in cybersecurity and their relevance to digital
citizenship.

SeguraNet platform: many of its guidelines and resources
are integrated into platforms like SeguraNet, focused on
educating children and young people for safe and ethical
internet use.

Alerts and recommendations: issue of alerts on cyber
vulnerabilities and threats,as wellasrecommendationsto
mitigate them, keeping citizens informed and proactive.

Results/ Impact

Increased national awareness about the importance
of cybersecurity and good digital practices; thousands
of downloads of their guides and resources; improved
individual and organisational resilience against cyber threats;
contribution to a more robust digital security culture at the
national level.

Transferability/Innovation

The CNCS innovates through its coordinating role and its
authority in the field of cybersecurity, which lends great
credibility to its initiatives. Its multidisciplinary approach,
combining the issuance of technical guidelines with the
creation of accessible educational content, makes this
practice highly transferable.Many of its guides and campaigns
are designed with universal cybersecurity principles that can
be easily adapted and applied by other government entities
orinternational organisations.

Website
WWW.CNcs.gov.pt

Justification for the selection

The CNCS is fundamental for digital citizenship as it operates
atthe forefront of national cyberspace security. Its awareness
initiatives and educational resources empower citizens to
protect themselves and navigate the digital environment
consciously and safely. It is an exemplary best practice due to
its comprehensive nature, credibility and focus on prevention,
all essential for responsible digital citizenship.
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